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configurar vpn cisco con windows xp

VPN Connection — = =
e

Simuateed S
||t Public intarmet Metwork

% addreess 10, 2531572

P addrass
102531519

IP address
D12 123123 24

Priviie Metwork
101231230 /24

Creamos la vpn compatible con Windows (PPTP)

Router(config)# vpdn enable

Router(config)# vpdn-group TEST-VPN
Router(config-vpdn)# accept-dialin
Router(config-vpdn)# protocol pptp
Router(config-vpdn)# virtual-template 1
Router(config-vpdn)# exit

Configuramos las direcciones ip del interface

Router(config)# interface etherneto/e0

Router(config-if)# ip address 10.253.15.19 255.255.0.0
Router(config-if)# no shutdown

Router(config)# interface etherneto/1

Router(config-if)# ip address 10.123.123.123 255.255.255.0

Router(config-if)# no shutdown

Creamos una plantilla virtual para aplicar a la vpn
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Router(config)# interface Virtual-Templatel
Router(config-if)# ip unnumbered Etherneto/1
Router(config-if)# peer default ip address pool defaultpool
Router(config-if)# ppp encrypt mppe auto required

Router(config-if)# ppp authentication ms-chap ms-chap-v2

Creamos un pool de direcciones para la vpn (pool que no debe estar en uso)

Router(config)# ip local pool defaultpool 10.123.123.1 10.123.123.10

Creamos un usuario

Router(config)# username test password 0 test

Configuramos la autenticaciéon PPP hacia la base de datos local

Router(config)# aaa new-model

Router(config)# aaa authentication ppp default local

Todo el codigo sera

username test password 0 test

aaa new-model

|

!

aaa authentication ppp default local
!

vpdn enable

!

vpdn-group TEST-VPN

! Default PPTP VPDN group
accept—-dialin

protocol pptp

virtual-template 1

!

interface Ethernet0/0

ip address 10.253.15.19 255.255.0.0
no shutdown

interface Ethernet0/1

ip address 10.123.123.123 255.255.255.0
no shutdown

|
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interface Virtual-Templatel

ip unnumbered Ethernet0/1

peer default ip address pool defaultpool
ppp encrypt mppe auto required

ppp authentication ms-chap ms—-chap-v2

I

ip local pool defaultpool 10.123.123.1 10.123.123.10

Windows client

Desde windows, debemos crear una conexidén nueva, conectar a la red de mi lugar

de trabajo
Figure B
New Connection Wizard .
Metwork Connection Type e
Wikt do pou want bo do'? oy J

() Connect to the Internet
Connect to the lmamet 0 you can biowse the Web and read emal,

Eurrmnthn a busness netwoek [using dial-up or YPH) 50 you can work from home,
a lield office, or another location.

{1 Set up an advanced connection

Connect directly bo another computer using wour sedial, pualel,nrrﬂramdpoﬂ of
$84 up Lhis compuster $o that other compaters can connecl 1o R,

[ <Back J[_Mew> ] [ Cancel |

Selecionamos VPN

Figure C
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New Connection Wizard

Metwork Conneclion
How do you want to connect bo the network, at wow workplace?

Create the lollowing connection:

) Dial-up connection

Connect uzsing & modem and & regular phone fne oo an Integrated Services Dighal
Network [I5DN] phone fine.

Connact to the netwark wsing a vitual private netwoek (VPH) connection over the

|rtemret.
[ <Back || Mew> ][ cConcel |
Le ponemos un nombre
Figure D
W ConnecRn W

Connection Hame
Specily a name for this connection to pour workplace,

Tipe & name for this connection in the: followang box.
Company Hame
Test WPH Conneclion

For example, you could lype the name of vour workplace or the name of a server pou
will eonnect to.

[ <Back || Mews || Cancel |

Ahora ponemos la IP del router que nosotros podemos y que nos dard acceso a la VPN, digamos que es la pata
visible de router que tiene la vpn

Figure E
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Hew Connection Wizard
VPN Server Selection o

"wihat iz the name or address of the VPN server?

Tmeihql‘mtm of Intemnet Protocol (IF) address of the computer o which pou are

cofirecting.

Host name or [P address [for example, miciosoft com or 157.54.0.1 &

10.25215.18

[ <Back || New> | [ cancel |
Finalizamos la conexidn y se nos pide los datos de autenticacion

Figure F

Uzer narme: | test |

Pazzword: i ssssl |

[]Save thiz uzer name and password for the following uzers:

e anly

Arnnone who uses this carmpuater

unnnect ”_ Cancel ][ Fraperties ][ Help

Click Connect.

Once connected, you should see the VPN icon in your Windows tray, at the bottom right of
your screen. If you open the VPN connection and click on details, you should see that you
received an IP address from the pool, as seen in Figure G.
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Figure G

Test VPN Connection Status

| General Details |

Property Walue
Wiak biniport [FPTF)

Device Type YRR

Server lype FPP
Transports TCPAP
Avthentication M5 CHAP

E neryption MPPE 128
Compreszion [Mone]

FPP multilink. frarming (Iff

Server IP address 10123123123
Client |IP address 101231231

Luis Modesto Gonzalez Lucas

LCloze

You should be able to ping the LAN side of the router (the inside, private network) and any
host on that network.

That's it!

The configuration is complete. Hopefully, you can take this configuration and fit it to your
network, blending it with your personal Firewall, NAT, and active directory configuration.
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